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My nameis Jeff SchillerandI amtheNetworkManagerat theMassachusettsInstituteof
Technology.I havehadthis positionsince1984.I havebeeninvolvedin thedevelopment
andoperationof the Internetfrom its very early history. I am alsoa securityexpert,an
authorof theMIT KerberosAuthenticationSystem,which is usedasthebasisfor authen-
tication in Windows2000andWindowsXP, amongothersystems.I havealsodeployed
aPublicKey Infrastructureat MIT thathasbeenoperatingsince1996.This infrastructure
provides for secure web authentication and authorization at MIT.

From1994through2003I servedasoneof the two Area Directorsfor Securityfor the
InternetEngineeringTaskForce,theStandardsbodyof theInternet.In this role I wasre-
sponsiblefor thegroupsworking on securityprotocolsfor the Internetaswell asfor re-
viewing all InternetStandardsdocumentsfor correctness.I am thereforevery familiar
with the protocol workings of the Internet as well.

I amheretodayto helpyou look at whatarecalled"Peerto Peer"file sharingprograms,
through the lens of security.

It is funny how we refer to theseprogramsas"Peerto Peer"whenthearchitectureof the
Internetitself is peerto peer.E-mail is peerto peer,evenweb browsingis peerto peer.
Most peopledon't run a web server,howeverthe Internetwould work just fine if they
did. The innovativenatureof theInternetitself is dependenton this peerto peernature.If
it werenot thatway, E-mail mayhaveneverarisenastheimportantapplicationthat it is.
In fact I rememberthe dayswhenE-mail wasconsidereda wasteof network resources
andquasiforbidden,yet todayit is oneof thekiller applicationsof theInternet.If it were
not for the peer to peernatureof the Internet,a programmerat CERN in Switzerland
couldnot havemodernizedtheCERNtelephonedirectory,andinventedtheWorld Wide
Web as a side effect!

So what arewe really talking aboutheretoday.What makesthe programswe arecon-
cerned about different from those that preceded them?

The key attributes of what we call peer to peer programs are:

� Storageof files on "client" computers,desktopsand laptops.Typically not com-
puters that we view as "servers" more traditionally used to store data.

� The organizationof networksof computersall which use the samefile sharing
network.Whenyou startup a peerto peerfile sharingprogram,it "joins" the net-
work of otherpeoplealreadyrunningtheprogram.This "joining" takestheform of
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making a direct Internetconnectionto one or more other computersrunning the
same program.

� The ability of onecomputeruserto requesta file by nameor attributeandhavea
listing of availablecopiesdownloadedto that computer.The usercan thenselect
and download the data file itself.

So are these programs secure? Well, we have to ask: "Compared to What?"

In somewaystheyaremoresecurethenE-mail. WhereasE-mail tendsto be"pushed"to
you, file sharingis more like web browsing,you haveto go looking for information, it
doesn't show up on your computer unbidden.

So what are the risks to the end-user of a file sharing program?

A maliciouspersonmight placea file in the networkwith the nameof a populardown-
load,but insteadof providingtheinformationadvertised,thefile containsa virusor other
active content that when openedresults in compromiseor damageto the end-user's
computer.One might arguethat this risk is presentin web browsingas well. We have
heardof plentyof casesof securityweaknessesin webbrowsersthatstartwith thephrase
"A malicious user could put content on their webpage that..."

Howeverwhenweb browsing,peoplehavesomesenseof wherethey aregoing (at least
somepeopledo!). File sharingprogramstendto hidethis level of detail.Insteadtheywill
showyou a menuof severalplaceswherethe file you requestis located,listing eachby
Internet address, which isn't particularly meaningful to someone.

My conclusionis simply this: File sharingprograms,as viewedby the end-userare no
more or lesssecurethenother commonInternetapplicationssuchas web browsingor
readingE-mail. The exact technicaldetailsare slightly different. The risks are slightly
different, but the magnitude of danger is about the same.

So where do these program really deviate, if not now, in the future?

To go further we needto stopfor a secondandtalk aboutthe variousactorsinvolved in
theuseof a computer.Up until now I havediscussedtheworld from theview of anend-
user, the user of a client computer either at home or in an office.

Howevertherearefour different "actors"potentiallyinvolved.Theend-useris oneobvi-
ous actor. The provider of the file being requestedis anotheractor. The owner of the
computeror enterprisethecomputeris locatedin, is anactorwith a stakein thesecurity
propertiesand risks of a file sharingprogram.Finally, there is the author of the file
sharing program and the "operator" of the peer to peer file sharing network.

Unlike E-mail and Web Browsing, the peer to peer file sharing networks are still
evolving.Thismeansthatthe"author"of theprogramsarestill active"actors"continuing
to modify their programsto addressbothnewfeaturesandto adaptto theoperatingenvir-
onment of the Internet. It is this adaption that is cause for concern.
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The administrator of an enterprise network, or the parent of a child who uses a computer.
Can install programs and/or technology to attempt to control traditional Internet applica-
tions such as E-mail and Web Browsing and even newer applications such as on-line chat
rooms. The authors of these more traditional applications do not evolve their programs
with the goal of subverting these controls. Not so the peer to peer file sharing networks.

The authors of the peer to peer file sharing networks continue to modify and adapt their
programs with the apparent goal, among others, of subverting attempts to control them. I
cannot authoritatively speak as to why they wish to do this, you will have to ask them.
However I know from my role as a network manager that many institutions wish to block
or throttle1 these programs either because of copyright concerns or because of the cost of
providing the Internet bandwidth these applications consume.

Presumably this blocking or throttling is unpopular with the users of the file sharing pro-
grams and the authors are merely reacting to the demands of their customers!

It is worth noting that the institutions that have the most difficulty with controlling peer
to peer file sharing programs are those that are completely open, or quasi open, such as
universities. It is possible to completely firewall an enterprise so that file sharing
programs cannot make connection across the firewall. This is accomplished by blocking
all access between the internal "Intranet" and the Internet at large, and only allowing
limited applications, through application level proxy programs, to cross the firewall.

However many institutions cannot enforce such a harsh policy. Research universities as a
community need to permit their researchers more or less unfettered access to the Internet.
It is through this access that innovation is fostered and new Internet applications are
developed. In such organizations some protocols, such as E-mail or web browsing are
controlled either in order to control costs, or to filter out junk E-mail. However most
other protocols are permitted unimpeded. If we establish controls on the protocol ports2

used by the peer to peer file sharing programs, the authors of those programs simply have
the next version use a different port. It is also possible for them to switch ports
continuously, making it difficult to track and to control.

So in conclusion, peer to peer file sharing technology is not fundamentally more or less
secure then the common Internet applications that people use everyday. However the
goals of the authors of these programs are, among others, to subvert controls placed on
them by enterprises. As such they may permit inadvertent, or malicious compromise of
those systems that an enterprise wishes to protect.

One final comment. I have been saying today that a major risk of peer to peer file sharing
is that it attempts to subvert legitimate controls placed on its use. Considering the case
where the controlling party is an institution or parent. However we do have to realize that
sometimes the "controlling" party may be a government whose goal is to control their

1 Limit the Internet bandwidth consumed by.
2 Internet applications typically communicate over "ports" which are number assigned to the different

protocols. These numbers are used by two computers communicating to label data as to what applica-
tion it is for. For example E-mail travels over port 25 and most web browsing happens over port 80.
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citizens access to the Internet at large. In such an environment peer to peer file sharing
may well be an important way to bring freedom of expression to an otherwise oppressed
population. It all depends on your point of view.

Thank you for inviting me here today and I hope I have provided information that you
will find useful. I am available for any questions.
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